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Implementing Encoder and Decoder at Once in a Reversible

Programming Language

AKIRA TANAKAL®)

Abstract: This presentation proposes a reversible programming language: Conservation. We implemented
encoder and decoder for X.509 certificates as an example program. Also, we modify the encoder to generate
wrong certificates and fuzz existing cryptographic library. Implementation for communication protocols and
data formats needs encoder (converter from a data structure to a sequence of bytes) and decoder (converter
from a sequence of bytes to a data structure). Usually they are implemented individually and not guaranteed
to be inverse functions of each other. This presentation explains the language can be used to implement
a pair of encoder and decoder with single program. The program can run forward to work as an encoder
and run backward as a decoder. The behaviors are guaranteed to be inverse functions. This means correct
program can be implemented with less effort. The program can also be used for fuzzing by modifying the
encoder.
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gobooobooboobobooboobbooboboobog

e r —> equal() >y

gobooboobbdbu .t 0O00bOo0bbOoyoobooo

bind(e) -> v
obodbibdeb o0OO0OO0OOO0ODLOODOOOvO eddbbooboobbooboobboobg
guard (b)

00000 pb0D0O00O0O0ODO0DOOOO

n => divmod(m) -> ¢, r

0000000 n,mO00000¢,r 0000000000000 ¢r,mO000000r000000m,n,q, 70
000000n=gn+r,0<m,0<r<mO00000000000

r -> add(y) -> z

r+y=z0000000000000000D0000D000 z4+y0 20000000000000 z2—y0O 20O
ooooo

x -> sub(y) -> z

r—y=z0000O0OOODO0OO0OO0OOOOOOOOOO0OO0OO0 z—y 0O 0000000000000 2z4+y0O 20O
00000000000 =z -> tadd(y) -> 20000000

h, t => cons() -> [

O00D0DO0O0 AtO000000D0DOO AOOOO t0cons0000000I00000DODOOOOOO {0 cons
goooCoOoOoOoOoOoOoOoOooOoOlntODODDODDOODOODODOO0O0O0 0 consOD00O0OO0OOOOOOOOOQ
l1, lo => concat() -> n, I

gooooooDOoOooooooD L4h,,LOoooooL 0000 nO0000000000 [pOOoOOODODOODODDO
goooo 00O nODOOOOOOOOODOOOO0O0 KOOOO LOOOOOO

n, s —> sint_be() > [

0000000000 n0O sO0000000O0OD0O0O0DOO0O0OOOOODOOO0O0OOOOOODO (CO)DDOOO1O
goooooooooooooooooo/ooo0oooooooO0UooooooooUooooooooooo
n,s00000O0O

n, s —> uint_be() > [

00000000000 sOO0OO0ODOOOOOOODOOOOOOOOOOOOOOOOOOO (DDO)DOODOOIO
0oooooooooooUoUooooCoo /o000 UooooooO0UUooDoooOoOUOUUoooDoOooCoooOoon
n,s 000000

ty,... => mknode(n, d) -> ty
oooOoOoOoOoOoOoOO0O0O0O0O0O0000000000000000000000000 nO00O00000 d0O
00000 (@UOooo0oo0o0oU0oO0ooo0oOo0oOOo0OoO0o0oOoUOoOoooOO0ODO)000O0OUOOODOO
O¢,.00000000D00O0D0OO0O0DO0ODOD t(,O0OO0O0O0O00oO0ooooooooooooooooooooo
O000O000000O00UdOd n,d0O0O0OD0 t,OOODOOOOOOODODODODODDmknode DOODODODOODODDOO
0ooo0ooooooooooooUooooDoooo00UUooDoOoOOoOoOU00oooooooOooDOoOooooon
gooooOooooooboooooogoogdg

asnlclass, tagnum -> asnl_tagname() -> tag
ASN.10O0ODOOOOOCOCOOOOOO0O000U000DUDUOD0DOD0DODOoOODODODODOOOCOCOCOOOODOOOOOOO
goooooooooooo

contents -> object_identifier() -> block
ASN.10O0ODOOOOOCOCOOOOOO0000U000D0D0D0DODODOoOoOoOoOoDODODOOOCOCOCOOOODOOOOOOO
gooooooooooo
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contents -> utctime() -> block

[SO8O1 0000000 DD0D00OD ASN.1 0O UTCTime 0000000000 O0DODOOO0DODOODOOODOOO
0000booo0oooooooooooooooo

contents -> iabstring() -> block

0000 ASN.1 O IASString OO0 000000000 DO0O0O0O0OO00OOO0000000O0000O0O00ODO0O0
oooooooo

contents -> printable_string() -> block

0000 ASN.1 O PrintableString 000 0000000000000 0000O000OO00O0OOO0OO00OOOOOO
ooooooooooo

contents -> utf8string() -> block

0000 ASN.1 0O UTFSString 00 0000000000000 O00O00000000O0O00O00000O00000
ooooooooo

A2 OJ0O00O0OO0OOOOOO

gobooobooboobobooboobbooboboobo

r ==Yy

zx0yO00000000000O

=y

OyOOO0OO0O0OOOOOOO0ODO

<y

000 yO0000O00O0O00O0DO

<=y

000 yO000OO0O0O0DOOOODOOODOO

T && y

x0yO000000D0OOCOO0O0COOOODOO

num_digits(base, num)

num O base OO0 OO0DO0OO0O0O0DOOOODOOODO

asnl_integer minlen(num)

OO0 nwnO ASN.1 O INTEGEROOOOO DEROUOO0OODOOODOOOOOODOOOOOO 2000000
OO000oO00oboOo0oO0b0O0OnemO 0000 10000

appropriate_content_length bytesize (length)

ASN.1 DER OOUOOOQOUOCOO length OOOOOOOUOOOOUOOODOOOOUODDOODOODOODOUODOOODOO
length <128 000 00O ODOOOODO length 0O 256 00000000000 OCOODOOOODOOODOI12rO0OO
ocooooooooooooooobooOooooobooobo0ooooo0oooooOoOoOoDOooDboOoDboUOooOg
OO00oOOoO00ooooOooooOoOo 2600000000000 OOOOO0ODDOOODOOODOOOn

8 8 &8 8 8 8

A3 ASNA DEROOOOOOOOOCO

define tokens -> asnl_parse_objs() -> tree

cond

when { guard(tokens == [1); } {

tokens -> asnl_parse_obj() -> head, tokens;
tokens -> asnl_parse_objs() -> tail;

} { head, tail -> mknode("objs", "pair") -> tree; }

when { tokens -> !bind([]); } {

} { mknode("objs", "empty") -> tree; }

end

end
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define tokens -> asnl_parse_obj() -> tree, tokens
tokens -> !cons() -> identifier_octet, tokens;
identifier_octet -> divmod(32) -> hi_identifier_octet, low_tagnum;
hi_identifier_octet -> divmod(2) -> asnlclass, constructed;
low_tagnum, tokens -> asnl_parse_tag_number() -> tagnum, tag_extra_bytes, tokens;
backward_fuzzing("too_long_tagnum_encoding") { tag_extra_bytes = tag_extra_bytes + 4; };
asnlclass, tagnum -> asnl_tagname() -> tag;
tokens -> asnl_parse_content_length() -> content_length, content_length_extra_bytes, tokens;
backward_fuzzing("too_long_length_encoding") { content_length_extra_bytes = content_length_extra_bytes + 1;
backward_fuzzing("premature_end_at_content") { tokens = []; } if content_length != 0;
content_length, tokens -> !concat() -> block, tokens;
cond
when { guard(constructed == 0); } {
block -> asnl_parse_primitive(tag) -> contents;
} { guard(constructed == 0); }
when { guard(constructed == 1); } {
block -> asnl_parse_objs() -> contents;
} guard(constructed == 1); }
end
constructed, tag_extra_bytes, tag, content_length_extra_bytes, contents -> mknode("obj", "default") -> tree

end

define block -> asnl_parse_primitive(tag) -> contents
cond
when { guard(tag == "INTEGER"); } {
block -> !sint_be() -> num, size;
size -> sub(asnl_integer_minlen(num)) -> integer_extra_bytes;
backward_fuzzing(too_long_integer_encoding") { integer_extra_bytes = integer_extra_bytes + 4; 1};

bind([num, integer_extra_bytes]) -> contents;

} { guard(tag == "INTEGER"); }
when { guard(tag == "UTF8String"); } {
block -> !utf8string() -> contents;
} { guard(tag == "UTF8String"); }
when { guard(tag == "IA5String"); } {
block -> !iabstring() -> contents;
} { guard(tag == "IA5String"); }
when { guard(tag == "PrintableString"); } {
block -> !printable_string() -> contents;
} { guard(tag == "PrintableString");
when { guard(tag == "OBJECT_IDENTIFIER"); } {
block -> !object_identifier() -> contents;
} { guard(tag == "OBJECT_IDENTIFIER"); }
when { guard(tag == "UTCTime"); } {
block —> l!utctime() -> contents;
} { guard(tag == "UTCTime"); }

when otherwise {

block -> equal() -> contents;
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} otherwise
end;

end

define low_tagnum, tokens -> asnl_parse_tag_number() -> tagnum, extra_bytes, tokens
cond
when { guard(low_tagnum != 31); } {
low_tagnum -> equal() -> tagnum;
} { bind(0) -> hightagsize; }
when { low_tagnum -> !bind(31); } {
bind(0) -> i;
bind(0) -> j;
i, j, tokens -> asnl_parse_basel28() -> tagnum, hightagsize, tokens;
} { guard(hightagsize != 0); }
end;
hightagsize -> sub(num_digits(128, tagnum)) -> extra_bytes;

end

define hi_tagnum, len, tokens -> asnl_parse_basel28() -> tagnum, len, tokens
backward_fuzzing("premature_end_at_hi_tag_number_octet") { tokens = [1; 7};
tokens -> l!cons() -> byte, tokens;
cond
when { guard(0 <= byte && byte < 128); } {
hi_tagnum, byte -> !divmod(128) -> tagnum;
len -> add(1) -> len;
} { guard(len == 1); };
when { guard(128 <= byte && byte < 256); } {
byte -> divmod(128) -> one, d;
one -> !bind(1);
hi_tagnum, d -> !divmod(128) -> tagnuml;
tagnuml, len, tokens -> asnl_parse_basel28() -> tagnum, len, tokens;
len -> add(1) -> len;
} { guard(2 <= len);
end

end

define tokens -> asnl_parse_content_length() -> length, content_length_extra_bytes, tokens
backward_fuzzing("premature_end_at_content_length_beginning_octet") { tokens = [1; };
tokens -> !cons() -> byte, tokens;
byte -> divmod(128) -> msb, lowbits;
cond
when { msb -> !bind(0); } {
lowbits -> equal() -> length;
} { bind(0) -> content_length_bytesize; I};
when { msb -> !bind(1); guard(lowbits != 0); } {
backward_fuzzing("premature_end_at_long_content_length") { tokens = []; } if lowbits
lowbits, tokens -> !concat() -> block, tokens;

block -> !uint_be() -> length, content_length_bytesize;
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} { guard(0 < content_length_bytesize); }
end;
backward_fuzzing("too_long_length_encoding_max") { content_length_bytesize = 127; };
content_length_bytesize -> sub(appropriate_content_length_bytesize(length)) -> content_length_extra_bytes;

end
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