VTS A4T 3 DlE
socket library improvement
(too long version, 87 pages)
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VIyNSATIVIERN®m D H S
There are problems in socket library

o IMWMIKWEIE - IRYME: TRAFREEC /N1
Difficult arguments/return values: redundant
notation, binary, etc.

« TCPServer, UDPSocket 7' NJJLKTE

TCPServer and UDPSocket is protocol
dependent

B YARULEEE: sendmsg/recvmsg 72 &
Lacked features: sendmsg/recvmsg, etc.

e TCPSocket (X IFIXEREAL
Almost no problem with TCPSocket

N,



72 AME =
Class Hierarchy

« 1O

. BasicSocket IFIXREAREDL
. IPSocket Almost no problem
o TCPSocket‘/

« TCPServer =L N)VAPI

. SOCKSSocket  1; h level API
« UDPSocket< | )Hg\
« UNIXSocket \Fﬂﬁ%%b)

« UNIXServer Problematic
y SOCketk KL RJLAPI
Low level API
LML

Not easy



A1 /LSS WEEL - IR Y1E
Problem1: Difficult Args/Return

« Socket.new(Socket::AF_INET,
Socket::SOCK_STREAM, 0)

« UDPSocket.new(Socket::AF_INET6)

« sock.getsockopt(Socket::SOL_SOCKET,
Socket::SO_LINGER)
H#=>"¥x00¥x00¥x00¥x00¥x00¥x00¥x00¥x00"

« Socket.sockaddr_in(port, host
H=>"¥x02¥x00¥x00P¥xDD¥xBA¥xB8D¥x00¥x00..."

« Socket.getaddrinfo("www.ruby-lang.org", "http")
#=> [["AF_INET", 80, "carbon.ruby-lang.org’,
"'221.186.184.68", 2, 1, 6]]

N 4




b

bt

D
D

JD

ERE2: 7OMJJVLIKTE
Problem?2: Protocol Dependent

* IPv6 DR ILIE, 7OV IEKTF
IPv6 style is protocol independent

« TCPServer.open(9999) (& IPv4 27T 17750
ZEDHDB
TCPServer.open(9999) may refuse |IPv4

PSoc
PSoc

PSoc

Ket.new
Ket.new

(
(
(

)
)

Tld IPv4 LNE

S HNR LN

works only IPv4

cet.new(Socket::AF_INET6) (X IPv6 L
75‘@]75‘7&\,\
UDPSocket.new(Socket::AF_INET6) works
only IPv6



FRE3: BY7R L VEERE
Problem3: Lacked Features

e IRAND IP 7RLRA%Z15%
Obtain the IP addresses of the host

 sendmsg/recvmsg
o getpeereid



EDIVCOTHRIRTDHH?
How they are solved?

RULWEH - YURILEZITITS

Long constant name — Accept symbols
HMYIZKWME = inspect 2 D2FTLWIS R

Difficult values = New c

Ok

JWKE = FTLWLA

ass with inspect

P|

Protocol dependent = New API

B Y7 ULREE — FTL LY API
Lacked Features = New API

-
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RWEHET 7AILED O
Long constants and zero as default
« Ruby 1.9.1:

Socket.new(Socket::AF_INET,
Socket::SOCK_STREAM, 0)

e C:socket(AF_INET, SOCK_STREAM, 0)

¢« CLYURWVDIEENLWL
It is wrong because longer than C

: Ruby 1.9.2: Socket.new(:INET, :STREAM)

B3R HUIDOIET 74V FDERSD TEHIE A BE

he 3 argument O is optional because it
means default




Design Decision (1)
Constant Prefix

"Socket::" NTLRADIFEHSH

"Socket::" is cleary redundant

IIA_ 1] )‘P IISOCK n %)-L, §
"AF " and "SOCK "is redundant too

"AF " |E socket() DET15|HELTERE

"AF_" is redandant for 1° arg. of socket()

"SOCK_" |& socket() DE2IZ8|#ELTIETLE
"SOCK_" is redundant for 2" arg. of socket

,<||||

)

AF v.s. PF D& WMIRBIT S
No more AF v.s. PF war




WAWAIRRWE
Various long constants

socket family: AF_xxx
socket type: SOCK_xxx
socket protocol: IPPROTO_xxx, etc.

socket option

- protocol level: SOL_xxx, IPPROTO_xxx, etc.
- optoin name: SO_xxx, IP_xxx, etc.

shutdown: SHUT xxx

Socket.new ERFRICV VNIV Z[EZ S
Symbols are accepted as Socket.new



HHv < WME
Hard to Understand Values

« Ruby 1.9.1:

Socket.getaddrinfo("www.ruby-lang.org", "http")
#=> [["AF_INET", 80, "carbon.ruby-lang.org",
"'221.186.184.68", 2, 1, 6]]

e "2, 1, 6" IE=EBRAHH
"2, 1, 6"is illegible

« Ruby 1.9.2:
Addrinfo.getaddrinfo("www.ruby-lang.org", "http")

#=> [#<Addrinfo: 221.186.184.68:80 TCP
(www.ruby-lang.org:http)>]

« Addrinfo 75 AME A& inspect IC&DFRT
New Addrinfo class and inspect method




Addrinfo

« family + socktype + protocol + sockaddr

« T—ER%ZRTTOMNIIIVIEREFRTRLR
Protocol independent address for services

« C D getaddrinfo() AR struct addrinfo (3 i
Similar to struct addrinfo returned by getaddrinfo()

in C

e I HAEEELIHHNMYP T inspect
Tailored inspect method

- ["AF_INET", 80, "carbon.ruby-lang.org",
"221.186.184.68", 2, 1, 6] —

- #<Addrinfo: 221.186.184.68:80 TCP (www.ruby-
lang.org:http)>




Addrinfo Example

. TCP/IP

- a = Addrinfo.tcp("www.ruby-lang.org", "http")
#=> #<Addrinfo: 221.186.184.68:80 TCP
(www.ruby-lang.org:http)>

- a.ip_address #=>"221.186.184.68"

- a.ip_port #=> 80

- a.to_s #=> "¥x02¥x00¥x00P¥xDD¥xBA¥xB8D..."
« UNIX domain stream socket

- a = Addrinfo.unix("/tmp/s")
#=> #<Addrinfo: /tmp/s SOCK_STREAM>

- a.unix_path #=>"/tmp/s"



Addrinfo TY/y NERK
Socket creation using Addrinfo

 Addrinfo#connect
EHELEV Yy N EE R TS

create a connected socket

e Addrinfo#bind
bind L=V vy haEkd %

create a bound socket

o Addrinfo#listen
listen L7z vy hNa45%R T 5

create a listening socket




Addrinfo € HTTP
HTTP using Addrinfo

Addrinfo.tcp("www.ruby-lang.org",
80).connect {|s|
s.write "GET / HTTP/1.0¥r¥n"
s.write "Host: www.ruby-lang.org¥r¥n¥r¥n"
s.close_write
p s.read



Design Decision (2)
Addrinfo

« WF|ELAL
No reverse name lookup

« MHOYICIES|IETHESALZFIZIAVNELTERR
Show original name as comment

« Addrinfo Z31R9 getaddrinfo IEFTFREAYV Y R:

New method for getaddrinfo for Addrinfo:
Addrinfo.getaddrinfo

« Socket.getaddrinfo |ZLARTEY TH #
Socket.getaddrinfo is not changed so
compatible




INAF )R ME
Binary Values

e struct sockaddr

Socket.sockaddr_in("http", "www.ruby-lang.org")
#=> "¥x02¥x00¥x00P¥xDD¥xBA¥xBE8D¥x00¥..."

sock.getsockname
H=> "¥x02¥x00¥xE2¥xB4¥x00¥x00¥x00¥x00..."

e socket option
sock.getsockopt(Socket::SOL_SOCKET,
Socket::SO_LINGER)
H#H=>"¥x00¥x00¥x00¥x00¥x00¥x00¥x00¥x00"



sockaddr /X1 F Y TPROI XV YR

Methods which uses sockaddr as binary

« BasicSocket

- send
- getsockname, getpeername
o Socket

- connect, connect_nonblock

- accept, accept_nonblock, sysaccept

- recvfrom, recvfrom_nonblock

- Socket.{pack,unpack}_sockaddr_{in,un}



FDMDINAF ) 7K H XY YR

Other methods which use binary

« BasicSocket

- getsockopt, setsockopt (socket option)
« Socket

- Socket.gethostbyname (IP address)



INAF) DFE=E
Binary Problem

o String#inspect I$EEZZEE LA
String#inspect doesn't consider the structure

s RIBICE>THEENERSDDE LN
structure may differ for each environment

- struct sockaddr
sa_len [HBH?
Does it contain sa_len?

- SNDTIMEO, RCVTIMEO socket option
struct timeval
time _t : 32bit / 64bit

- little endian / big endian



pack/unpack (FE# L LY
pack/unpack is difficult

e IMBOEWEZEELARITNIZASAL
It must consider various environments

« NS ITFAIVDIBERERICHEDDHIELL
The right way is follow the struct definition in

header files

o CBbAYHY %A include THiE kL
We can include header in C

e Ruby MIFE&. 7AT7SIHRARBUEINDHS

Programmar shou

e C &Y Ruby H'E
It is wrong if Ruby

d examine header in Ruby

H7xDIEED L L

is harder than C



INAF1) DRk
Hlde binary

c NAFN)ETYTTBITREEEKRT S

Define a class which wraps binary
e inspect BN ILRB
Easy to understand inspect

e pack/unpack B’ FRE(ICLB
No more pack/unpack

- pack D XDHYICOAV AN VY TERK
constructor instead of pack

- unpack DEKDHLYICT VY %FED
accessor instead of unpack




sockaddr %= Addrinfo TZv 7
Wrap sockaddr as Addrinfo

struct sockaddr = Addrinfo

a = Addrinfo.tcp("www.ruby-lang.org", "http")
#=> #<Addrinfo: 221.186.184.68:80 TCP
(www.ruby-lang.org:http)>

a.ip_address #=>"221.186.184.68"

a.ip_port #=> 80

a.to_s #=> "¥x02¥x00¥x00P¥xDD¥xBA¥xB8D..."



Design Decision (3)
sockaddr

» sockaddr MFERIFIC Addrinfo Z={F>
Use Addrinfo to represent sockaddr

o Addrinfo (X3E#EI 2DIC{EF
Addrinfo is useful to connect

« Addrinfo = family + socktype + protocol +

 family, socktype, protocol #1§% 5%

sockaddr

How to obtain family, socktype and protocol

- AV AN D LTI

The name of constructor (e.g. Addrinfo.tcp)
— address family, SO_TYPE, O from socket

- AF_UNSPEC, O, O if no information



socket option DV 7
Wrap socket option

socket option = Socket::Option

e 1.9.7
s = Socket.new(Socket::AF_INET,
Socket::SOCK_STREAM, 0)
s.getsockopt(Socket::SOL_SOCKET,
Socket::SO_TYPE)
#=>"¥x01¥x00¥x00¥x00"

e 1.9.2
s = Socket.new(:INET, :STREAM)
o = s.getsockopt(:SOCKET, :TYPE)
#=> #<Socket::Option: INET SOCKET TYPE SOCK_STREAM>
o0.to_s #=> "¥x01¥x00¥x00¥x00"



Socket::Option

« Socket::Option = family + level + name + value

« B inspect
powerful inspect

o ERXAVYR « 7Y
- Socket::Option.int - Socket::Option#int
- Socket::Option.bool - Socket::Option#bool
- Socket::Option.linger - Socket::Optoin#linger
- Socket::Option.new




Socket::Option#inspect

family protocol level  option name
- INET -« SOL_[SOCKET -+« SO_TYPE
 AF_INET6 « IPPROTO_IP «SO_REUSEADDR
-_UNIX ¢ IPPROTO_TCP <« [P_OPTIONS
« TCP_NODELAY

#<Socket::Option: INET SOCKET TYPE SOCK_STREAM>

If AF_INET, SOL_SOCKET, SO_TYPE, little endian
"¥x0T¥x00¥x00¥x00" =[SOCK_STREAM




Design Decision (4)
Socket::Option contents

e DMWY < inspect AJEE?
Easy to understand inspect possible?
- value No
- level + name + value No
- family + level + name + value  Yes
e inspectAlBE = BN ATV TINATRES
inspectable = semantics determinable in an
object

e AT TIMIFTREN?
What should be an object?




Design Decision (5)
Socket::Option subclass

« Socket::Option::Linger 75 A IFVES AW
Don't define Socket::Option::Linger class

e Ruby 15\ ATavhhsahELnigun
OS may have options which Ruby don't know

» getsockopt DEEIH Ruby D/N—=TY3VTED
5EIHONDTHLWDOEEEICTEDHELL
If getsockopt is changed between Ruby
versions, it is difficult to emulate new version
in old version

« Socket::Option ICAYVY KRB DLEIF RSB
The emulation is easy for method addition




Socket.gethostbyname

» Socket.gethostbyname("www.ruby-lang.org")
#=> ["carbon.ruby-lang.org", [], 2, "¥xDD¥xBA¥xB8D"]

o "¥XDD¥xBA¥xB8D" =221.186.184.68

o EKIZEE
No chan

A L7200y
ges

« Addrinfo.getaddrinfo Z{F>TL7ZE L

Please u

se Addrinfo.getaddrinfo



512 &R Y1(E

Arguments and Return Values

o NAFT VN EZITEBAVYRDEE
Changes to methods which accept binary

- INAFVICMATHFLWI S RAEZITH1T5
Accept new class addition to binary

- B4 O RBIFFE I 740
No compatibility problem
e NRAFYERTAVYRDEE
Changes to methods which return binary
- FILWISR%&IRT EFEREHIDTE~ICE ZD

Consider each method because incompatible if
just return new class




INAT)&EZITERD XY R
Methods which accepts binary

« BasicSocket

- send
- setsockopt (socket option)
o Socket

- connect, connect_nonblock
- Socket.unpack_sockaddr_{in,un}

Socket#connect(server_sockaddr) —
Socket#connect(server_sockaddr_or_addrinfo)
BHMEMNMRINTWS

No compatibility problem




INAF)&RT XY

Methods which returns binary

« BasicSocket

- getsockname

- gefpeername

- getsockopt (socket option)
« Socket

- accept, accept_nonblock, sysaccept
- recvfrom, recvfrom_nonblock

- Socket.pack_sockaddr_{in,un}

- Socket.gethostbyname (IP address)



HIR AV Y RICL B IER 4 [O] 5
Avoid incompatibility by new methods
¢ FILWISRZIRTHFHLWLWAYYREDLS

Add new
e BasicSoc
- getsoc

methods to return new class
Ket

kname — local address

- getpeername — remote_address



Design Decision (6)
getsockname

 getsockname EWWDZRIEO—AIVET KL R
D\ BRI DT KL A D EERR
The name, getsockname, is ambiguous
between local address and remote (peer)
address

e HoMNKABRDT. HHMYPTVWEREIZEA
Good chance to introduce good name
getsockname — local_address




{ -

BUEZRADIFEHREER

Return New Class, even if Incompatible

« RUEZZEZS
Return value is just changed

o LIRID/NM1F){E|L to_ s TELNS

to s can
e BasicSoc

oe use to obtain old binary value

Ket

- getsockopt (socket option)

e Socket

- accept, accept_nonblock, sysaccept
- recvfrom, recvfrom_nonblock



Design Decision (7)
recvirom

e JURBWHERBIZEWLDHAL
No better name found

¢« WEIFARWEBIZWLWBIZABWEE)IZTS
Best name should be best behavior

e &, Socket [EHFYEIHLNTULNVRL
Socket is not used widely




IRICHR A TR
No Changes at All

e pack (& pack
pack is pack

« Socket.gethostbyname IS IC L7
Don't mind Socket.gethostbyname

e« Socket

- Socket.pack_sockaddr_{in,un}
- Socket.gethostbyname (IP address)



TCPServer,
UDPSocket (&
JONJJVIKTE



ZORJJLIER TR

Protocol Independent

e IPv4 & IPv6 =W o L&ICHRD
Handle IPv4 and IPv6 together

¢ */L/L,\E/J{!t_{!j: |PV4 IDV6 J’J\%:E)j:&j
In general, handle something other than

IPv4, IPv6 too

« JSATVNMEIPVA & IPv6 DA AT
Clients try both IPv4 and IPv6

e H— /NI IPV4 & IPV6 O A THED
Servers waits connections from IPv4 and IPv6




>

7Ak3LIREKTF TCP H—N
rotocol independent TCP server

o Socket.tcp_server_loop(7777) {|s|

)

# s is an accepted socket

"CPServer.open(7777) 37/ R—4TIL T

"CPServer.open(7777) is not portable

~ 4.4BSD Tl IPv4 AR Z 7L
doesn't work with IPv4 on 4.4BSD

- Windows XP T%
On Windows XP too



IPve @ TCP —/\
TCP server with IPv6

o IPVv6 DV NZ IPVA IR ZDBHN?
Can IPv6 socket handle IPv4?

- Yes, by default

« GNU/Linux
e Mac OS X
e Solaris

- No, by default

* NetBSD X171 LDE

» FreeBSD Because security reason
- No, always

* OpenBSD

* Windows XP




R—T7)L7 TCP y—/\
Portable TCP server

e IPv4 & IPV6 DNT=DDH—/\Y Ay K&{FS
Jse two server sockets for IPv4 and IPv6

e IPv6 DV Y& IPVA RO WEIICERTE
-orce the IPv6 socket don't handle IPv4

e select() ZFE> T A THED
Wait the both sockets using select()




TCPServer D& RE & R
TCPServer problem and solution

« TCPServer.open(7777) {|serv]|

loop { VEDDH—\Yryk
S = serv.accept Single server socket
}
}
v

o Socket.tcp_server_loop(7777) {|s|
H—/\V oy MRk

J Server sockets hidden



Design Decision (8)
TCPServer

« TCPServer 7TV VMO ERD fd #ZH T E
WOEEHO
Another idea is TCPServer object contains
multiple file descriptors

e |O.select TIRABRWREDEELHD
Problems such as 10.select cannot handle
TCPServer with multiple fds

e WAHMRNMITDREMNLE R AW

It is bad idea from duplex pipe experience




Design Decision (9)
tcp_server_loop

tcp_server_loop IEIEITALIE L 720
tcp_server_loop has no concurrency

X0 aVBICALYRZEYZITNIETOY oD
FTALYR%E{ED

If thread per connection is desired, start a
thread in the block

ALYRT == FEWTniE7 Oy OhTED
If thread pool is desired, use it in the block
ATAIRIE T 7)o —oa R ERDTLAL
No concurrency because application
dependent




UDP V5 v MDERE
Problems of UDP socket

« 7ONIJILIEKRF/R UDP [FZEL L
Protocol independent UDP is difficult

o VILFIR—LIRIET, BV RLANSIRLIZWV
Reply packets from received address on
multihomed environment




7 ObMJVIEEKRTFS UDP
Protocol independent UDP

« 7ONIJILIEKRF/R UDP [FZEL L
Protocol independent UDP is difficult

—- H—/\Z IPV4, IPv6 @A CEFTIEABE
Server is possible if wait IPv4 and |IPv6
- J24T7 Y MEDITLWLDRL
Client doesn't work




VIV FHR—LIRIED UDP
UDP on Multihome Environment

o VILFR—LIRIZET,,

SV RL A LIRL7ZWL

E

Reply packets from received address on
multihomed environment

- IPv4 TlE IP 7RLRAEICVY Y N & {ES
socket for each IP address

- [Pv6 TIl& recvmsg/sendmsg T IPV6_PKTINFO
IPV6_PKTINFO using recvmsg/sendmsg for IPv6



7 AbM3JLIEEEF UDP H—/N
Protocol independent UDP server

« Socket.udp_server_loop(port) {{msg, msg_src|
msg_src.reply(msg)

)

e msg_src [ IEEFETT7 RLAETRILT KL R &R
msg_src contains source and destination
address

e reply XVYRIIFBLET RLADSE | %=1XETS
reply method sends the arguments from the
destination address




Design Decision (10)
UDP server

 Socket.udp_server_loop O 7 0w 3|4
The block arguments of udp_serve_loop

- {Imsg, src_addrinfo, dst_addrinfo| ... }
IPV6_PKTINFO DIEEAN—ERRITS
Can't be complete information of IPV6_PKTINFO

- {Imsg, msg_src| ... }
msg_src [ FIERDIBEHRZ=HFTS
msg_src can contain any information




7 ORJILIEEKFUDPI A7 K
Protocol Independent UDP client

« connect TECHERICH—/N\HHBHNTH
server availability is unknown even if connect
succeed

c T—N\DEEITINEDINFITEDET T —
Tavikiz
It depends on application to test server
availability

e 7OV ZERRBLTEARL
Cannot hide protocol dependency




ZOR3JLIEKTFE TCP 25472 K
Protocol Independent TCP client

e« TCPSocket |ZIFIZREIREARL

Almost no problem with TCPSocket
ILIEIRTFICR B DILTE

e Socket 7 OND

2

It is hard to use Socket for TCP with protocol
independent style



Socket 7Z2&—RKMNRTES
Too Long Code with Socket

TCPSocket
require 'socket’

TCPSocket.open(
ARGVIO],
ARGV[1]) {Is|

require 'socket' S O C ket

s = nil
info = Socket.getaddrinfo(
ARGVI[0], ARGVI[1], nil,
Socket::SOCK_STREAM)
info.each {|ai
begin
t = Socket.new(ai[4], ai[5], ai[6])
t.connect(
Socket.sockaddr_in(ai[1], ai[3]))
s=t
break
ensure
t.close if Is
end

Nyd

raise if Is
begin

ensure
s.close
end



IPv4d DT BDEMNRYEE
Easier if IPv4 only

TCPSocket Socket
req U | re 'SOC ket' require 'socket’

Socket.open(
Socket::AF_INET,

TCPSocket.o PE n( Socket::SOCK_STREAM,
ARGV[O], s.(c):)o{rLSrLect( |
ARGV[1]) {Is] RS hacvion



CdO3d—NR
C code

#include <stdlib.h>
#include <string.h>
#include <unistd.h>
#include <sys/socket.h>
#include <netdb.h>

int main(int argc, char *argv(])
L

ints;

int ret;

struct addrinfo hints, *res, *a;

memset(&hints, O, sizeof(hints));
hints.ai_socktype = SOCK_STREAM,;

ret = getaddrinfo(argv[1], argv[2], &hints, &res);
if (ret I=0) exit(1);

for (a =res; a; a = a->ai_next) {
s = socket(a->ai_family, a->ai_socktype, a->ai_protocol);
if (s ==-1) { close(s); continue; }

ret = connect(s, a->ai_addr, a->ai_addrlen);
if (ret ==-1) { close(s); continue; }

break;

}
if (la) exit(1);

close(s);
return O;

}



J—KH A4 XH IPv4 onlyllE3EE T3
Code Srze Leads IPv4 only

Number of characters without spaces

- TCPSocket 54

- Socket (IPv4 only) 104
- Socket (protocol independent) 238
- C 507

« A7 Z7IFNINI—RHIFE
Programmers Iike small code
» Socket BMERIZFE. IPv4 only [Z78YUDE

If Socket is requrred programmers prefer
IPv4 only




Socket.tcp(host, port)

« Socket H* TCPSocket KYUmEEITAIFHLIZXLNF 7R
UWB (L7380
No reason Socket must be difficult than
TCPSocket

» Socket TTOMIJLIFKTF TCP 517 M %S
IRTBEAVYRZHERT 5:
New method for protocol independent TCP
client with Socket:
Socket.tcp(host, port)

« TCPSocket.open(host, port) &IZFIEEL
Similar to TCPSocket.open(host, port)

i




Design Decision (11)
Socket.tcp

e 7O S LDFEFEEIC TCPSocket H5 Socket
ICFB1T T BDIEEN
Difficult to switch TCPSocket to Socket for
existing programs

» Socket TYNTHEXLLWL
It is good if Socket covers all

¢ BLARIEFEWNWPTIIEWILTES
It is possible that single class provides low
level and easy to use

¢ JIANLGTETCKIZRERIIRTS
Too many classes violates large class
principle




BY7RUVEERE:

sendmsg/recvmsg 78 &



B V7R WMERE
Lacked Features

e IRAND IP 7RLRA%Z15%
Obtain the IP addresses of the host

 sendmsg/recvmsg
o getpeereid



RARD IP 7RV A

|IP Addresses of the Host

o Socket.ip_address_list
#=> [#<Addrinfo: 127.0.0.1>,

#<A0
#<Ao

#<Ao

C
C

C

rinfo: 221.186.184.67>,
rinfo: ::1>,
rinfo: fe80::211:43ff:fefd:66%eth0>]

e |IPv4 D UDP THRETRLRAEFBIDICHE

Required for destination address of IPv4 UDP

 IPv6 DEHEIEDFIRTICEFEZS

Usable to determine IPv6 connectivity



IPv4d @ UDP T34 KL A

Destination Address of IPv4 UDP
TILFHR—LBED UDP H#—\

UDP

server on multi homed environment

e IP7RLAREICVYTYN2YEST bind 95

cre

ate and bind for each IP address

o Ny hDBEIFEIBFLIZY Y IDOFIEAT S
The destination of a packet can be determined by
socket

* RS

S EBIFLY Ty M DSITD

Reply using the socket which message arrives

EDEETIETDA Y E— DR EICD

* RS

The source of the reply will be the destination of
original message



IPv6 DG

IPvb connectivity

IPv6 M7 O—/N)LRfEfmEA 2T, resolv.rb
& IPv6 77 RL A7 R I/ 0N

If no global IPv6 connection, resolv.rb doesn't
return IPv6 addresses

e /7

—/NJL TR IPVE 7R A

Non-global IPv6 address:

- loop back address ::1
- link local address fe80::/10

o EEEUAD IPV6 PRLADHBEEDH IPv6 PRL A%
R
If any IPv6 address except above, IPv6 address is
returned



IP 7RLRA%Z1S5 A%
How to obtain IP addresses
o BMRIEHDOEE/LINTLIRL
No standard, sigh
« ERAEA
- getifaddrs: BSD/OS, FreeBSD, NetBSD,

OpenBSD, DragonFly BSD, MirOS BSD,
GNU/Linux, MacOS X, AlX

- SIOCGLIFCONF: Solaris
- SIOCGIFCONF: 4.3BSD (No IPv6)
- GetAdaptersAddresses: Windows




Design Decision (12)
Socket.ip_address_list

o RAIARVERANGICIEKEFELARL
Don't depend on name resolution and host
name

« X2YNT—DA VI —TT—ADKREIERYNT—2
A7 —Tx—RIZFH5
Ask a network interface the network interface
configuration



sendmsg/recvmsg

o EEINT—4%=%ITEHES send, recv
send and recv with ancillary data

o MBI T—4:

ancillary data:

- rights: file descriptor passing

- time stamp: When UDP packet arrived?

- credential: Who is the sender of the packet?
- destination address

- [Pv6 TWAWADHI DD
Extensively used with IPv6



Ruby € sendmsg/recvmsg
sendmsg/recvmsg on Ruby

« Socket::AncillaryData T#BIT—4%KIR
New Socket::AncillayData class

e Addrinfo.udp("0.0.0.0", 9999).bind {|s|
s.setsockopt(:SOCKET, :TIMESTAMP, 1)
P S.recvmsg
] request packet arrival time
H=>
["a", #<Addrinfo: 127.0.0.1:50309 UDP>, O,

#<Socket::AncillaryData: INET SOCKET TIMESTAMP
2009-07-1500:50:11.793562>]

packet arrival time



file descriptor passing

« sendmsg/recvmsg (LY. fd #@BETES
sendmsg/recvmsg can be use to send fd

e Ruby 1.8.0 *5, UNIXSocket THEE
Possible with UNIXSocket since Ruby 1.8.0
UNIXSocket#{send io,recv_io}

e Ruby 1.9.2 »"51d Socket THHEEE
Possible with Socket since Ruby 1.9.2

BasicSocket#{sendmsg,recvmsg}
4.3BSD ML sendmsg/recvmsg IXEIHMR L
Old 4.3BSD sendmsg/recvmsg doesn't work




file descriptor passing in 1.9.2

 Socket::AncillaryData.int: BT —4%1ERK
(Create ancillary data)

« Socket::AncillaryData#unix_rights: IO {=
(Obtain 10)

e 51, s2 = Socket.pair(:UNIX, :STREAM)
s1.sendmsg "a", O, nil,
Socket::AncillaryData.int(
:UNIX, :SOCKET, :RIGHTS, STDIN.fileno)
msg, src, flags, ctl = s2.recvmsg(:scm_rights=>true)
p ctl.unix_rights
H=>
[#<10:fd 6>]



IPv6 TEIZLEZT7RLADSIRE
Reply from dest. address in IPv6

e |IPV6 PKTINFO %A{#

e Addrinfo.udp("::", 9999).bind {|s|
s.setsockopt(:IPV6, :RECVPKTINFO, 1)
msg, src, flags, *ctls= s.recvmsg
p [msg, src, flags, *ctls]

s.sendmsg(msg, O, s‘m\receive pktinfo

> specify pktinfo

request pktinfo

q:.:Ha—J

a",
#< Addrlnfo [::1]:55150 UDP>, O,
#<Socket::AncillaryData: INET6 IPV6 PKTINFO ::1 lo>]
AN 1 D/INTYRD lo 1V —Tx—RICEIE
The packet which dest. address is ::1 is
arrived to lo interface

[r—



7 aM3JLIEEKEF UDP H—/N

Protocol Independent UDP Server

 Socket.udp_server_loop (MDEE:

The implementation of udp_server_loop

e IPV4 X IP PRLARAEBICYTYRNE{ES
Create a socket for each IP address for |IPv4

e IPv6 1Z IPV6 PKTINFO A{#S
Use IPV6 PKTINFO for IPv6




Design Decision (13)
Socket::AncillaryData
e fd & (FTEBEXIL recvmsg ICA T avHmmE
recvmsg needs :scm_rights option for
receiving fd

- sock.recvmsg(:scm_rights=>true)

-FT7avhrsEzoniinid EIN fd L
fd leak %kt (FB7=DEIEEIC close N3
passed fd is immediately closed to avoid fd
leak if the option is not specified

o« Z|FEND7= fd DU S AL 10 D Socket (27325
|O or Socket is used as a class of received fd




getpeereid

Unix domain stream Vi T B LTcEEF

=3 uid, gid =15
Obtain effectlve UId and gid for connected
process using Unix domain stream socket

RANANTODEREEICED

Used for authentlcatlon in a host
INAT—RARE

No password

DJB HYRZE

Proposed by DJB




getpeereid DFEWS
Usage of getpeereid

« Socket.unix_server_loop("/tmp/sock") {|s|
p s.getpeereid

)

H=>

[1000, 1000]

N

euid  egid



setpeereid MDEEE
getpeereid implementation

o getpeereid: OpenBSD, FreeBSD, NetBSD
e SO PEERCRED: GNU/Linux
« getpeerucred: Solaris



Design Decision (14)
getpeereid

« SO_PEERCRED % getpeerucred Tigbh s
euid, egid LA DIBHRIFIETS
Drop extra information except euid and egid
from SO_PEERCRED and getpeerucred

e BELARDT. NI HHEPTWRIBKFOEE)L
E*Hj‘%)
Because it intend for authentication, avoid
environment dependent behavior which tend
to cause bugs




Socket (& TCPSocket &Y
CARS @AY by N e



TCPSocket Df&

LTS

Easiness of TCPSocket

o« JTAXYYR
- TCPSocket.open

ORI IR EFCTREERTETREBELLL
Very good because protocol independent

succinct description

o fVAIVAXY YR

- VRLRARIEN /N F YT hHhHY» gL
Address represented in easy format

- FHZIWAYYRDAEZRINAW

No unusable methods



ARV ZAX)yRDEWNPT I
Easiness of Instance methods
e VRLARIEN/NAFTYTR<LHHY»d L
Address represented as easy format

~ IPSocket: ["AF_INET", 46241, "localhost", "127.0.0.1"]

— Socket: "¥x02¥x00¥x98r¥x7F¥x00¥x00¥x01¥x00¥x00
¥XO0¥XO00¥X00¥Xx00¥x00¥x00"

- addr, peeraddr, recvfrom, UNIXSocket#path

o FZBWLWXAYYRAEZRINAL

No unusable methods

- TCPSocket IZld&H—/NED XYy KA L
TCPSocket has no methods for servers

- listen, accept, accept_nonblock, sysaccept




TCPSocket & Socket
TCPSocket and Socket

o FEWVEWEILKBWEWP I o
Similar easiness is realized

« TCPSocket.open
- Socket.tcp

« VTRLAKIH

Address representation
- Addrinfo
e FHARWVXYYR
Unusable methods
EHEINFTITHNEHELTLELES

Deﬂned but please |gnore




Design Decision (15)
Unusable Methods
« BICEZRLTHL
Always defined
« EVa— )L CERLUERARBELRYTYNC
extend §5&EVOEEHOT-

Another idea is extending a socket with

module which define methods not always
usable

« MvF—BES
Too tricky




XD



o= (1)
improvement (1)

o« FTLWLWAYwWR:
New methods:

Socket.tcp BasicSocket#local_address
Socket.tcp_server_loop BasicSocket#remote_address
Socket.tcp_server_sockets BasicSocket#connect_address
Socket.unix BasicSocket#sendmsg
Socket.unix_server_loop BasicSocket#sendmsg_nonblock
Socket.unix_server_socket BasicSocket#recvmsg
Socket.accept_loop BasicSocket#recvmsg_nonblock
Socket.ip_address_list BasicSocket#getpeereid

Socket#ipvoeonly!

c FTLLWISR:
New classes:
- Addrinfo
- Socket::Option
- Socket::AncillaryData



tE (2)

improvement (2)
o Bl ZLYFEIICEZITIDIFDLIICLT:

More flexible arguments:
Socket.new(Socket::AF_INET, Socket::SOCK_STREAM, 0)

—>Socket.new(:INET, :STREAM)

INAF)=ATT) MI: (B&2EFER #1):

Change binary to object (bit incompatible):
udpsock.recvirom(100)

H=>

["a", "¥x02¥x00¥x98r¥x7F¥x00¥x00¥x01¥x00¥x00
¥xOO¥xOO¥XOO¥XOO¥XOO¥XOO"]

[" ", #<Addrinfo: 127.0.0.1:39026 UDP>]



XD

« Socket | TCPSocket Wi icfFELV <A o7

e 7Ok

=N BT

JLIERTF

e OS DWAARBEBEZ{FEADLDICRDT
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